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MexaHnusMmsl KOHTpoJg I10/]/®T nuiieHsuara B chepe DPT paboTaroT
Ha TEXHOJIOTUAX, U MAS peryJaupyer 3TH TeXHOJIOTUHU IBYMSI
YBEJOMJIEHUSMH U OHUM PYKOBOJICTBOM, KOTOPBIE Ha ITPaKTHUKe
HEeOTIeJIMMBEI OT IporpaMMsl I10/].

YBenomiieHHe MAS PSNO5 00 yIIpaBjIeHUH TeXHOJIOTUYECKUMHU
PHCKaMU yCTaHaBINUBaeT IOPUAUUYECKH 00g3aTe/IbHEIe TPeO0BaHU
K II0CTaBIIMKaM IUIATEXXHBIX YCIYT. Y KOMIIAaHUY [JOJDKHA OBITh
CHCTeMa OIlpefie/IeHHUsI KPUTUYECKH BayKHBIX CUCTEM.
HesanyiaHUpPOBaHHBIN IIPOCTON KaXKI0M KPUTHUYECKH BayKHOU
CHUCTEMBI He MOXXET IIPEeBBILIATh YETHIPEX YACOB B Te€UEHUE JII060T0
CKOJIB34IIIero JBeHaAlaTHMECSYHOr0 IIepHo/a, a LieJIeBoe BpeMs
BOCCTaHOBJIEHUS IOJDKHO COCTABJIATH UeThIpe yaca. MAS OJDKHO
OBITH YBEJOMJIEHO B Te€UEHMeE OJHOTO Yaca I10cJie OOHapy>KeHUs
COOTBETCTBYIOILIEr0 MHI[U/IEHTAa, @ OTUYET O IIePBOIIPUYMHAX [I0JIKEH
I10C/IeJ0BaTh B TeUeHHE YeThIPHAAIIATH JHeH.! YBegoMiieHHe MAS
PSN06 0 KnubepsaiuTe (Cyber Hygiene) yCTaHABJIUBAET IIECTh 6A30BBIX
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Mep. ITO 3alUTa AAMUHUCTPATUBHBIX YUETHHIX 3allHCeH,
CBOEBpeMeHHasi yCTaHOBKAa 0OHOBJIEHUH 6€30I1aCHOCTH,
YTBEPJKJIEHUEe INCbMEHHOT0 CBOJla CTaHLapTOB 6€30I1aCHOCTH,
3all[{Ta CeTeBOro IIepUMeTpa, 3alliuTa OT BpefoHocHOro I10 u
MHOro$aKTOpHas ayTeHTUUKALUA )11 afIMUHUCTPATUBHOIO
IOCTyIIa ¥ IOCTyIIa K UHQOpPMaLu O KIIHeHTaxX.? PYKOBOCTBO 110
YIIPaBJIEHUIO TEXHOJIOTUYECKUMHU PUCKAaMHU (Technology Risk
Management Guidelines) OT SHBaps 2021 rojia 3aJla€T HeobsI3aTeJIbHbBIH,
HO IIPOBepPsIEMBIN CTaHAAPT [JI1 BCero 0CTaJIbHOr0. OHO OXBAaThHIBaeT
yIIpaBiieHHe, pa3paboTKy IPOrpaMMHOTIO obecrieyeHus1, paboTy
TPEeTLUMH JIULIaMH, pearupoBaHue Ha UHIIU/JeHThI, KOHTPOJIb
IOCTyIIa, yIIpaBjleHue KpUIITorpaduueCKUMHU KII04YaMHU U
TeCTUPOBaHUE Ha IIPOHUKHOBEHUe.?

11 KoMITaHUHU B chepe DPT paspei PyrkoBoacTsa TRM 06
yIIpaBJIeHUH KIII0YaMHU UMeeT 0COOBIN BeC, IOCKOJIbKY IIPUBAaTHBIE
KJIIOUU KOMITaHUM — 3TO aKTHUBEI €€ KJINEHTOB. MAS OKUZiaeT
LOKYMEeHTaJIbHO OPOPMJIEHHEIX llepeEMOHUM I'eHepalliuy KIIndei U
anrapaTHBIX MOZy/Iel 6€30I1aCHOCTH MJIM UX aHaIoroB. OHO
OXKHJaeT pasjiesieHus: 00513aHHOCTe!, YTOOBI HU OJHO JIUI[O He
MOTIJIO B OLUHOUKY IlepeMellaTh CpeiCTBa KJIIMEeHTOB, XpaHEeHHUS
OCHOBHOM 4aCTH aKTHBOB B X0JIOJHBIX KOIIEJIbKaxX U
IIPOTECTUPOBAHHBIX IIPOLIEIYP BOCCTAHOBJIEHUS. ITO
OJHOBPEMEHHO U TpeG0BaHUs K XpaHEHHUIO COIJIaCHO YacTH K, Iy1aBe
I, © MAS IpoBepsieT UX KaK eJUHYI0 TeMy. B3JI0M — 9TO eljé u
co6riTUe B chepe [10/, IToxullleHHBIe TOKEHEI YXOIAT yepes
KOIIIeJIbKY KOMITaHUU. KOMIIaHUS [JO/DKHA OBITH B COCTOSSHUU UX
OTCJIELUTDH, COOOIIIUTH O HUX 110 PSNO3 U cTaThe 45 CDSA U
COTPYAHUYATS C OJTUIHEH U APYTUMHU OUP)KaMHU B UX
3aMoOpakuBaHUU. [I/1aH pearipoBaHUs Ha UHIIU/IEHTHI,
OXBAaTHIBAIOIUI TOJIBKO TEXHUYECKOE BOCCTAHOBJIEHHUE, HO He
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PETryJISTOPHYIO OTYETHOCTD U OTCIIE)KUBAHUE B 6JI0KUEHHE, HEIIOJIOH.
B wacTu Q, riase Il IpUBeIEH KOHTPOJIBHBIN IIepeYeHb Ha IIepBbIe
CeMBb/IeCsIT [iBa yaca I10cJIe B3JIoMa.

ITppMeyaHHA

1. MAS Notice PSNO5, Technology Risk Management, ©3[JaHO Ha
OCHOBAHHH Payment Services Act 2019, ITYHKTEL 006 oIpenesIiecHUuH
KPHUTHYEeCKH Ba>XHbIX CUCTEM, MaKCHUMaJIbLHOM
He3aIlZITaHUPOBAHHOM IIPOCTOE B 4 YacCa, YBeJOMJIEHHUH 00
HHIIUIEHTEe B TeUEeHUe 1 yaca U OTUYETE O IIEPBOIIPUYHNHAX B
Te4eHHe 14 THeH. <

2. MAS Notice PSN06, Cyber Hygiene, H3TaHO Ha OCHOBAaHHH Payment
Services Act 2019, IIII. 4-9 O LIECTH TPeOOBaHUAX KUOEP3alUTEL. <

3. MAS, Technology Risk Management Guidelines, 18 SsHBaps 2021 rofia, B
YaCTHOCTH pa3fies 10 06 yIpaBIeHUH KPUIITOrpaPpuyeCKUMHU
KJTIOUaMH U Pasfiest 12 0 KOHTPOJIE JIOCTYIIA. <

Disclaimer

This article is provided for general information only. It is based on publicly available sources as at its
date of publication. These sources have not been independently verified against licences, regulatory
registers or the records of the entities concerned. It is not legal, tax, financial or investment advice.
Nor is it a recommendation to invest in, transact with or use the services of any entity mentioned.
Law and regulation change frequently, so the content may be incomplete or outdated. To the fullest
extent permitted by law, Dr Alexander Ressos and the publisher of SingaporelQ exclude all liability
for loss or damage arising from the use of or reliance on this article. Readers should obtain advice on
their specific circumstances before acting or refraining from action.
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Names and trademarks of the entities discussed belong to their owners and are used for identification
only. Their mention implies no endorsement, affiliation or allegation of wrongdoing. All Singapore
law advice is provided by a duly licensed and regulated firm of Singapore advocates and solicitors
only on the basis of an express written letter of engagement. Corrections and updates:
contact@ressos.com.

© 2026 Dr Alexander Ressos. This article may be quoted with attribution to SingaporelQ
(SingaporelQ.com). Reproduction in full and any commercial use require prior written consent. The
Legal Terms at https://singaporeiq.com/legal-terms apply.

Author contact: Dr Alexander Ressos, TEP - contact@ressos.com
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